Security Advisory

Title: Lack of case export authentication in DDRT Dashcom Live

Vendor: DDRT

Product: Dashcom Live

Vulnerable version: Versions published before 2019-05-08

Fixed version: Versions published after 2019-05-08

CVE number: CVE-2019-11019

CVSS Rating: 7.5 (High) CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/CR:M
Date found: 2019-03-01

Discoverer: Adam Jones

Description

Lack of authentication in case-exporting components in DDRT Dashcom Live through
2019-05-08 allows anyone to remotely access all claim details by visiting guessable
exportpdf/all_claim_detail.php?claim_id= URLSs.

Solution
Update to version published after 2019-05-08.


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RL:X/RC:C/CR:M/IR:X/AR:X/MAV:N/MAC:L/MPR:N/MUI:N/MS:U/MC:H/MI:N/MA:N

